Introduction
In 21 st century, economy is largely governed by advances made in information and communication technologies (ICT) . Such technological advances make it easier to invest into developing countries. Developing countries' economies are growing at faster pace. Developed economies as well as developing economies continue to face challenges that come with economical advancements such as regulation of money flow, financial crimes, and abuse of financial systems. Among these challenges include crimes related to the information economy which is seen as an increasing source of concern within the international financial community. The proceeds from these crimes are bundled to give it a legal appearance and this process is known as "Money Laundering". Whenever a criminal activity generates substantial profits, individuals must find ways to hide, control, and legalize the funds without grabbing any attention from legal authorities. Failing to do so, their criminal activity will be transparent. During the process of legalizing the funds, they must ensure that their criminal activity is untraceable and all connections of funds to criminal activity must be removed. Money laundering is a sort of criminal activity trying to conceal the illegality of proceeds of crime by disguising them as lawful earning. In practice, criminals are trying to disguise the origins of money obtained through illegal activities so it looks like it was obtained from legal source. This would further make the same money usable, transferable, and negotiable. This is a common activity happening in almost all developing and developed countries where money that looks like usable can be re-used easily.
As crimes are occurring in each and every part of the world, money laundering initiates from each and every part of the world. Each scheme involving money laundering involves transferring money through various channels, using number of ways, and via multiple financial transactions to satisfy the primary goal of obscuring the origin of money and thereby making criminal activity hidden. Otherwise, money is unusable because it would connect criminal to criminal activity and it would be easy for law-enforcement to seize. The Most frequently used instrument by money launderers is banking institution as these institutions can provide multiple services such as deposit, cashier check, deposit box, loan, acceptance, discount, foreign exchange, settlement, and like. These institutions also provide easy means of transferring money or assets into another institutions or different branch of same institution in different geographical region with different regulations. With global economy and integrated financial markets, transferring funds across international borders is convenient and fast. Many countries have rigid bank secrecy laws allowing anonymous fund transfers. This creates an easy way for criminals to transfer money into other countries, and eventually cover up or conceal the nature or source of illegally obtained funds. Many organized international crimes lead to money laundering, such as Drugs, Property, Financial, Violence, Nightlife, Trafficking, Weapons, Fraud, Political Corruption, Financing of Terrorism . The connection between money laundering and terrorism is complex and very well known. But it plays very important role in survival of terrorist organization. Terrorism financing involves the raising and processing of funds to supply terrorists with resources to carry out their attacks or further training of individuals involved. Successful attempt of money laundering by a terrorist can have significant impact on national or regional security and can create significant damage to nation, culture, and economy. Whereas, the connection between money laundering and narcotics financing is simple clear as drug traffickers have one simple goal of bringing more drug on the streets.
The International Monetary Fund (IMF) estimates that the aggregate size of ML in the world could be somewhere between 2 and 5 percent of global gross domestic product (GDP) . The amount of illicit funds traveling through money laundering channels is estimated to grow at an annual rate of 2.7 percent. However, the full magnitude of the problem is still not known with any certainty. Using 1996 statistics, these percentages would indicate that money laundering ranged between US Dollar (USD) 590 billion and USD 1.5 trillion. This figure is almost equivalent to total output of economy of size of country Spain. However it must be said that overall it is absolutely impossible to produce a reliable estimate of the amount of money. A wide range of national and international agencies have attempted to quantify organized crime and components of money laundering in their particular sphere of interest, and their assessments are frequently made available in public statements. There are reports published and researchers have tried to summarize and quantify amounts involved in money laundering activities. The author's model suggests a global money laundering total of $2.85 trillion per year, heavily concentrated in Europe and North America. Numbers published by Walker or FATF may not be accurate and it is impossible to find actual number. Though, these numbers overall tell us the magnitude of money laundering activities performed across the world. Walker's report summarized origin and destination of laundered money as described in this table.
Rank
Origin Destination Amount ($Usmill/yr) % of Total 
Money laundering process
The money laundering process usually involves several steps that make it difficult to trace the original source of money. Some of these steps include transferring the money between bank accounts, breaking up large amounts of money into small deposits, or buying acceptable forms of money such as money orders or cashier's checks. Time of deposit and amount of time money sits in particular place can also play a role in money laundering. The process is usually planned and organized to avoid being caught and facing punishment.
Typical money laundering process involves three steps: Placement, Layering and Integration. A typical money flow from origin to destination is described in chart below. As chart describes, the main intent is to convert dirty money into what looks like clean money. Money flows across various financial institutions, across borders, in different forms of assets or investments, and ultimately reaches intended destination.
Placement
This is the initial stage of money laundering where launderer inserts money resulting from illegal proceedings into some financial account, sometimes multiple accounts owned by multiple foreign individuals. The aim for launderer is to remove the cash from location of acquisition (also referred as source) to avoid detection from authorities and to then transform into other asset forms or instruments offered by various banking institutions in financial market. Launderer may purchase a series of monetary instruments (checks, money orders, etc.) that are then collected and deposited into accounts at another location. Financial institution is usually located and operated in different geographical location from intended destination. Majority of nations require that all large amount deposits be filed with regulatory agency. United States require that any cash deposits over $10,000 be reported to Internal Revenue Service (IRS) and any suspicious deposits be reported to Financial Crime Enforcement Network (FinCEN). Launders often initiate this process with multiple accounts across multiple financial institutions to avoid suspicious activity with one large amount.
Layering
Layer is important step of money laundering. This is where money transfers multiple financial institutions across different nations and can also change its form. Money can be converted to tangible or intangible assets or money can be transferred using various forms of transportation mechanisms. Layering may consist of multiple wire transfers between different accounts of different individuals, usually in chunks of amounts for each transfer. As part of these transfers, money can also change its form of currency or asset values. Assets can be in form of bonds, gold, cars, houses, diamonds, or even loan payments.
Launderers also use various forms of banking and investment in fake companies. Launderers use method known as smurfing where large amount of money transfers are broken into small less-suspicious amounts. In United States, this amount has to less than $10,000. Different countries have different amount limits to be flagged as suspicious.
Figure 1. Money Laundering Process
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Overseas banks: Money launderers often use various "offshore accounts" in countries that have bank secrecy laws allowing anonymous banking. These accounts allow easy means of making multiple transactions without being caught.
Underground/Alternative Banking: Mainly prevalent in Asia, countries often have alternate banking systems allowing undocumented money transfers across regions. These are trust based systems involving humans working as agents on both sides and these transfers have no paper trail. These systems operate outside of government control. Some of these underground banking systems are called hawala in India and Pakistan and fie chen system in China. Money launderers use these systems aggressively to accommodate intermediate transfers and can be crucial step in entire money laundering process.
Shell companies: These are fake corporations built to serve a single purpose of money laundering. These corporations play important role in process of selling goods across or services across border when actually they don't provide any goods or services but they simply create appearance of legitimate transactions through fake invoices and balance sheets. There have been reports of shell companies selling single screwdriver for thousands of dollars.
Smuggling: Cash smuggling is a method of money laundering in which proceeds of crime are stealthily moved across border, and then deposited in banking institution. Smuggling can be in form of large sum of money in luggage or hidden parts of body in multiple attempts.
Insurance Agencies: These agencies allow purchasing insurance policy. Money launders often purchase insurance policy with illegal source of money and later on try to alter the policy or file insurance claim to avert tracing of origin.
Money laundering scheme usually involves combination of these methods. Layering ultimately makes the origin of money untraceable and is the most complex step in illegal money laundering scheme.
Integration
This is the final stage in Money Laundering 'Washing' cycle. At this stage, money usually enters into destination location or main-stream economy in legitimate looking form i.e. appears to have come from legal transaction. This is the stage when money is integrated into the legitimate economic and financial system and is assimilated with all other similar assets. It would be very hard to trace the origin of money due to various layering methods involved. Hence, criminals have high confidence of not being suspect about origin of money. If criminal is not caught during placement or layering stage, it becomes very difficult to catch a launderer at integration stage. A successful integration in money laundering attempt means a successful money laundering attempt which results in money that shouldn't have become usable and results in successful hiding of criminal activity that should have been caught. Almost all profit making criminal activity is linked to money laundering in one way or another throughout the world. As the main motive of individual is to make the money look like legal and to put the money in hands of criminal, launderers use variety of ways and number of geographical locations during layering and integration phases. During placement stage, money is very close to underlying activity but moves away farther during layering phase, ultimately untraceable at the end of integration. It is very important that such activity be stopped or caught during layering phase but layering phase can be very complex as money can flow through multiple financial institutions across various geographical regions providing adequate financial infrastructure. As an example, individual involved in criminal activity south Asia can use hawala system to transfer money to five individuals residing in north Asia. Each of five individual, then, can use different methods such as money orders, financial instruments, loans, to transfer money to offshore where yet another individual can collect and accumulate the money which now looks like legal income.
Politically Exposed Personnel & money laundering
Politically Exposed Persons (PEPs) are considered high risk in today's regulatory environment. PEPs present a higher risk of money laundering because their political power or access to those with political power places control of their countries' funds within their reach. If they choose to abuse this power they can embezzle money, accept bribes and kickbacks or benefit from insiders knowledge. Many corrupt officials accumulate fortunes within their own countries and use money laundering methods to move that wealth into the broader financial system. Financial institutions who take on PEPs as customer assume a higher risk and are required to apply enhanced due diligence to these accounts and their associated transactions. Heavy fines have been imposed on financial institutions failing to maintain proper risk based approaches while working with PEPs.
While there is no global definition of PEP, the European Union (EU) Third Money Laundering Directive defines PEPs as Natural persons who are or have been entrusted with prominent public functions and immediate family members, or persons known to be close associates, of such persons The USA Patriot Act and European Union Directive use following five layers as identifying an individual as PEP:
1. Current or former senior official in the executive, legislative, administrative, military, or judicial branch of a foreign government (elected or not) 2. A senior official of a major foreign political party 3. A senior executive of a foreign government owned commercial enterprise, and/or being a corporation, business or other entity formed by or for the benefit of any such individual 4. An immediate family member of such individual; meaning spouse, parents, siblings, children, and spouse's parents or siblings 5. Any individual publicly known (or actually known by the relevant financial institution) to be a close personal or professional associate.
As per this definition, PEP is not necessarily the only person who holds political recognition but also their relatives, correspondents, and anybody financially affiliated with them. Regulations require enhanced due diligence and risk assessment when conducting business with Politically Exposed Persons, particularly when they become part of private banking transactions. Corrupt PEPs, like all skilled money launderers, use middle men and legal identities such as companies and trusts as vehicles in the process of moving value derived from their corrupt actions. Only the inept or brazen PEP moves value in her or his own name, or the name of a family member. Movement of value by PEPs and money launderers alike is also likely to involve transactions across country borders whether by movement of funds or the acquisition and disposition of assets . This includes an acknowledgment that business relationships with family members or close associates of PEPs involve "reputational" risks similar to those with PEPs.
Financial institutions are faced with challenges in regards to maintaining proper risk based procedures while working with PEPs. First of all, different countries may have different regulation requirements and different definitions of PEP. Maintaining enhanced due diligence requires screening entire customer base and all financial transactions against commercially available PEP database which is huge, over 1.5 million listing of individuals. Financial institutions are requires to initiate, process, and conclude the payment within a day while ensuring risk based approach to each individual involved in payment transfer. This is not only time consuming but also costly resulting in less efficient operations on financial institution's behalf. Many times, lack of full information availability of individual involved make it difficult to identify individual as PEP or not.
Effects of money laundering
A successful money laundering attempt can provide enough cash value at intended destination which can be used towards further illegal activities or money appearance as a result of illegal activity can be made legal. In either case, each and every success of money laundering attempt pays for illegal activity. This type of successful activity encourages criminals to continue their illegal schemes because criminals get to contain the profit without trace of criminal activity or origin of money. These profits ultimately come from citizens' and tax-payers' pockets knowingly or unknowingly. These activities also create more fraud in financial systems, bring more drugs on the streets, bring more drug-related crimes, bring more illegal activities in society, provide solid base for terrorist activity and training. These advancements in criminal activity ultimately results in need for more resources with law-enforcement agencies.
In this globalized world, financial economy is heavily dependent on well-functioning of financial institutions. Financial institutions must be operating with legal, professional, and ethical standards. Reputation of integrity of financial institutions is utmost valuable. In such integral environment, if funds from illegal activities and money laundering activities are allowed flow through financial institution, it causes adverse effects on reputation and will be on national newspapers the next day. Though, when employees or directors are bribed, funds arising from money laundering activities can flow through which puts financial institution into criminal network. Evidence of such complicity will damage integrity of financial institution. When multiple financial institutions are involved in such activities, economy can be under risk, and there will be changes in money demand, exchange rates. Eventually, corruptions and crimes are rewarded. The successful money laundering damages the integrity of the entire society and undermines democracy and the rule of the law.
Money laundering is a threat to the good functioning of financial system where it can acquire control of large sectors of the economy through investment, or increase bribes to public officials and government. Money laundering requires an underlying, primary, profitmaking crime (such as corruption, drug trafficking, market manipulation, fraud, tax evasion), along with the intent to conceal the proceeds of the crime or to further enhance the criminal activity. These activities generate financial flows that involve the diversion of resources away from economically-and socially-productive uses-and these diversions can have negative impacts on the financial sector and external stability of member states. They also have a corrosive, corrupting effect on society and the economic system as a whole. In countries transitioning to democratic systems, this criminal influence can undermine the transition. Most fundamentally, money laundering is inextricably linked to the underlying criminal activity that generated it. Laundering enables criminal activity to continue. Money laundering distorts the economic data and complicate government's efforts to manage economic policy. It will have adverse consequences for interest and exchange rate volatility, mainly in dollarized economies. This affects income distribution, contaminates legal transactions, and increases potential for reduced GDP, increases the risk of macroeconomic instability.
Many times, laundered money is usually untaxed at its destination. Though any attempt to invest into small business will create stiff competition against other small business investors who are actively investing already taxed money. Ultimately, money laundering is linked to underlying criminal activity that generated it, and hence, laundering enables criminal activity to continue.
Corruption and money laundering often take place together, with the presence of one reinforcing the other. Corruption results in funds of billions of dollars which will result into an attempt to legalize. Money laundering is often an easy way to legalize the funds acquired through corruption and bribes. Besides financial institutions, many other highly reputable professions are vulnerable to money laundering. Lawyers, accountants, and trust and company service providers are also known to be involved in money laundering processes especially layering and integration. These professional have specific knowledge and tools to create complex maze of corporations in offshore havens and know how to destroy financial records to hide originality of funds. A key element of these money laundering services is anonymity in the ownership or management of private sector entities.
A report from International Monetary Funds stated that Money laundering and terrorist financing activities can undermine the integrity and stability of financial institutions and systems, discourage foreign investment, and distort international capital flows. They may have negative consequences for a country's financial stability and macroeconomic performance, resulting in welfare losses, draining resources from more productive economic activities, and even having spillover destabilizing effects on the economies of other countries. In an increasingly interconnected world, the problems presented by these activities are global, as are the links between financial stability and financial integrity. Money launderers exploit both the complexity inherent in the global financial system as well as differences between national anti-money laundering laws and systems, and they are especially attracted to jurisdictions with weak or ineffective controls where they can move their funds more easily without detection. Moreover, problems in one country can quickly spread to other countries in the region or in other parts of the world. Strong AML/CFT regimes enhance financial sector integrity and stability, which in turn facilitate countries' integration into the global financial system. They also strengthen governance and fiscal administration. The integrity of national financial systems is essential to financial sector and macroeconomic stability both on a national and international level.
Combating money laundering
Money laundering is known to be a crucial step in success of drug trafficking, terrorist financing, white collar crimes, and other illegal activities.
There are many national and global organizations which are actively trying to combat money laundering. Efforts are in place to aim increase awareness of phenomenon and to provide necessary legal or regulatory tools to the authorities. These organizations actively monitor and enforce laws and regulations on any institution or corporation involved in money transfer. These institutions include Banks, Insurance companies, Money Serving Businesses, Asset trading businesses, etc. Besides enforcing these regulations, regulatory organizations also publish criminals publicly to avoid further future crimes.
After money laundering has become a global concern and that the governments worldwide have started to create agencies to fight it, their efficiency is still being challenged. Combating money laundering has become an international priority. Fighting money laundering requires help and compliance from many entities and resources involved on the prevention and detection of money launders. Prevention, detection, and reporting should be performed by private partners such as banking institutions. Public partners such as law enforcements should be responsible for analytics and repression. 
Anti-money laundering regulations
The combat against money laundering was started as early as 1986 with lawful criminalization of money laundering. The United States government was concerned over the increasing threat of organized crime and infiltration in legal economy. Large sum of money were said to be in control of criminal elements, it was believed that underground economy was expanding. This resulted in the "Drugs Trafficking Offenses Act" and the "Money Laundering Control Act of 1986" which declared money laundering as criminal offense.
Financial Crime Enforcement Network (aka FinCEN) was established in 1990 to provide the United States government with intelligence, knowledge, and data from multiple sources. FinCEN would also provide guidelines and capabilities to analyze data to help regulatory agencies and prosecutors detect, investigate, and prosecute financial crimes. FinCEN's mission is "to enhance U.S. national security, deter and detect criminal activity, and safeguard financial systems from abuse by promoting transparency in the U.S. and international financial systems". FinCEN carries out its mission by receiving and maintaining financial transactional data; analyzing and disseminating that data for law enforcement purposes; and building global cooperation with counterpart organizations in other countries and with international bodies. Today, FinCEN's duty also includes promulgating regulations under Bank Secrecy Act (BSA), evaluating BSA violations, and providing assistance in leading the Treasury's efforts in fighting money laundering both inside the country and internationally. All public and private financial organizations are obliged to report any suspicious activity to FinCEN. Suspicious Activity Reports (aka SAR) are filed in connection with transactions that financial institutions know, suspect, or have reason to suspect may be related to illicit activity. These reports are especially valuable to law enforcement because they reflect activity considered problematic or unusual by depository institutions, casinos, MSBs, securities broker-dealers, mutual funds, futures commission merchants, introducing brokers in commodities, and insurance companies. Under the Bank Secrecy Act financial institutions are required to report daily aggregated cash deposits of $10,000 or more, and multiple deposits from the same depositor that added up to $10,000. 
Published penalties
National government and other regulatory agencies have started publishing penalties imposed on individual or organization entities involved in any form of money laundering attempt. It is very common to see published news about somebody being investigated or held on money laundering related criminal activities. Courts and the United States Sentencing Commission ("Commission" or "U.S.S.C . " ) h a v e r e c o g n i z e d t h a t c h a r g i n g a defendant with money laundering will result in sentences greater than those of most other white collar crimes. There are known cases of USCC publishing fines to various Financial Institutions when audits found that there were not enough anti-money laundering procedures implemented or found guilty of working around anti-money laundering procedures to enable certain payment transactions pass through.
Leading news publisher CNN reported on January 11, 2011: On January 4, 2012, in There are thousands of other cases published by authorities or leading newspapers. Authorities hope to warn criminals against further money laundering attempts by making these cases publicly available and generate awareness among citizens. Complying with laws of various countries requires extra activities to be performed while ensuring efficiency in daily business operations. These can become quite costly for financial institutions and require extra efforts from financial institutions. These efforts include maintaining special compliance department, monitoring payment messages, implementing 'know your customers' policy, identifying and implementing appropriate risk based approach, and housing appropriate technical solution to meet compliance requirements.
Challenges in combating money laundering
Most anti-money laundering schemes depend on the creation of mechanisms that make banks and their employees to cope against money laundering since a great deal of corruption combat departs from their reports on suspicious activities. One of the reasons for these struggles is the lack of effectively involving stakeholders and financial institutions to combat money laundering. The central aim of the anti-money laundering regulation is to design a system of procedures and incentives that induces financial institutions to act effectively with regard to the production of the necessary information towards suspicious activities. There are a number of papers in the literature that intends to give more precise reasons for the lack of efficiency of the anti-money laundering regulation. The point raised by various researchers is that the burden of an efficient report system cannot fall entirely on financial institutions since they may face legal schemes that create incentives to not report suspicious activities.
Technological advancements
Technology has advanced rapidly in last couple of decades. Due to these advancements, wire transfers have become faster even across borders. It is very common to transfer chunk of money from one bank in one country to another bank in another country within a day. Sell of goods or assets and money reimbursements can happen within minutes. Technology has made it easier to connect people across world. Online banking has made easier to manage bank accounts even if financial institutions are located overseas. These advancements make it difficult to identify, monitor, and freeze financial transactions involved in money laundering. The challenge is that anti-money laundering is a complex process involving many entities and should be a b l e t o d e t e c t p r e c i s e l y . M a n y t i m e s , financial institutions are not equipped with technical systems to acquire and maintain all customer identification attributes required to file proper suspicious activity reports.
On the other side, advancements in technology are helping financial organizations to help combat money laundering. Computerized payment processing systems help find patterns of money movements across accounts which can be flagged as suspicious activity. 
Global citizens
It is important that global citizens understand the concept of money laundering and play active role in combating it. For example, if someone offers $1000 cash and asks for legal check worth less than cash value, it is likely that individual is trying to legalize cash holdings. Global citizens should not only stay away from such activities but also report to authorities. Bank secrecy act allows filing suspicious activity reports by any individual; the filer doesn't have to be financial institution. It is recommended that in any occasion citizens see any suspicious activities being offered or performed, even without citizen's involvement, suspicious activity report should be filed.
Concluding remarks
Money laundering can be committed through variety of ways using cash smugglings, gambles, insurance policies, business investments, underground banks, shell companies, etc. Money launderers use variety of ways, multiple channels, multiple transactions, and various parties to accomplish the simple goal of making illicit money to what looks like legal money. Money laundering usually involves large sum of assets. There are people who are more likely to have access to or have influence over those amounts. These people can be suspect or being targeted by money launders into some sort of money laundering schemes. Often, money launderers use accomplices -like lawyers or real estate agents. So, tracking the habits of these third parties can also lead to the persons with the criminal intent.
In order to mitigate the adverse effects of criminal economic activities and to promote integrity and stability in financial markets, anti-money laundering (AML) controls must be implemented effectively. 
